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Why patch is so important?

• Avoid issues

• Security breaches

• Solve detected bugs  

• Resolve some performance

• Enable some upgrades 
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Why patch is so important?

• BP – Proactive Bundle Patches

• PSU – Patch Set Updates

> 12cR2

• RU – Release Update

• RUR – Release Update Revision

• https://mikedietrichde.com/2017/10/24/differences-psu-bp-ru-rur/



Backup

As root (to avoid issues on files nmb, nmo and oradism)

cd /u01/app/oracle/product/18.3.0/

tar -cf /tmp/backupOH300619.tar .

https://mufalani.wordpress.com/2019/06/13/backing-up-and-
restoring-your-oracle-home/

Note id 1493677.1



Restore

As root  

cd /u01/app/oracle/product/18.3.0/
mv db_1   db_1_damaged_bad

cd /u01/app/oracle/product/18.3.0/

tar -xf /tmp/backupOH300619.tar .

https://mufalani.wordpress.com/2019/06/13/backing-up-and-restoring-your-oracle-home/

Note id 1493677.1



Restore

As oracle

cd /u01/app/oracle/product/18.3.0/db_1/bin

relink all

cat /u01/app/oracle/product/18.3.0/db_1/install/relink_2019-06-30_19-17-

53PM.log | grep -i "Code 1|Fatal|Error”

https://mufalani.wordpress.com/2019/06/13/backing-up-and-restoring-your-oracle-home/

Note id 1493677.1



Tips and Tricks

Check Inventory
Check opatch required version
Backup OH
Clone OH
Relink OH
Check the OS version of the patch
Read the entire readme file of the patch
Don’t use NFS to store patch files
Check free memory because of the unzip step
Check PATH



Tips and Tricks

Out of space applying the patch

$ORACLE_HOME/.patch_storage/NApply/<TIMESTAMP>”
restore.sh and make.txt

Can You Delete $ORACLE_HOME/.patch_storage Directory? (Doc id 403218.1)

$ORACLE_HOME/.patch_storage

opatch util cleanup (Doc id 550522.1)
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Tips and Tricks

• Rolling fashion way (Rolling installable) 

• Standby first

(Doc id 1265700.1)
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Tips and Tricks

• To solve this: 

Used the lib afected, restoring it to $ORACLE_HOME/lib 

Then,  I issued a relink

$ORACLE_HOME/bin/relink all  



Tips and Tricks

• Some Note Ids to read carefully 

Doc id 2285040.1 Release Update Introduction and FAQ

Doc id 2118136.2 Assistant: Download Reference for Oracle Database/GI Update, 

Revision, PSU, SPU(CPU), Bundle Patches, Patchsets and Base Releases

Doc id 756671.1 Master Note for Database Proactive Patch Program 

Doc id 2369376.1 Database 18 Proactive Patch Information

Doc id 2420120.1 18c : Datapatch New Features And Changes from 12.1

Doc id 1265700.1 Oracle Patch Assurance - Data Guard Standby-First Patch Apply



Patch Conflict Analyzer
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Patching Oracle Home



Patching OPatch

As Oracle User

https://updates.oracle.com/download/6880880.html

mv $ORACLE_HOME/OPatch $ORACLE_HOME/OPatch.300619 

tar –zxf /tmp/p6880880_180000_LINUX.zip  -d $ORACLE_HOME/
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Patching Oracle Home

• $ORACLE_HOME/OPatch/opatch prereq
CheckConflictAgainstOHWithDetail -phBaseDir
/tmp/29301682/29301631

• $ORACLE_HOME/OPatch/opatch prereq
CheckConflictAgainstOHWithDetail -phBaseDir
/tmp/29301682/29302264



Patching Oracle Home

**** As oracle user 

cd /tmp/27980213

export ORACLE_HOME=/u01/app/oracle/product/11.2.0.4/db_1

$ORACLE_HOME/OPatch/ocm/bin/emocmrsp

$ORACLE_HOME/OPatch/opatch prereq CheckConflictAgainstOHWithDetail -phBaseDir /tmp/27980213/27734978

$ORACLE_HOME/OPatch/opatch prereq CheckConflictAgainstOHWithDetail -phBaseDir 
/tmp/27980213/27441052/custom/server/27441052

$ORACLE_HOME/OPatch/opatch prereq CheckSystemSpace -phBaseDir /tmp/27980213/27734978

$ORACLE_HOME/OPatch/opatch prereq CheckSystemSpace -phBaseDir /tmp/27980213/27441052/custom/server/27441052



Patching Oracle Home

**** As root user 

cd /tmp/27980213

export ORACLE_HOME=/u01/app/oracle/product/11.2.0.4/db_1

export PATH=$ORACLE_HOME/bin:$ORACLE_HOME/OPatch/:${PATH}

opatch auto /tmp/27980213 -oh /u01/app/oracle/product/11.2.0.4/db_1 -ocmrf /tmp/27980213/ocm.rsp



Patching Oracle Home

**** As oracle user 

/u01/app/oracle/product/11.2.0.4/db_1/OPatch/opatch lspatches



Patching Oracle Home

• Solving conflicts

• $ORACLE_HOME/OPatch/opatch rollback –id 8702869

• Sometimes you need to request a merge to Oracle support. Can be
done by Conflict Analyze Tool online.



Patching Grid Infra before to install

cd  /u01/app/grid/product/12201 

unzip /tmp/linuxx64_12201_grid_home.zip

mkdir /tmp/patches

cd /tmp/patches

unzip /tmp/p26133434_122010_Linux-x86-64-GI.zip -d /tmp/patches/

cd /u01/app/grid/product/12201

./gridSetup.sh -silent -applyOneOffs /tmp/patches/26133434/25586399/

./gridSetup.sh -silent -applyOneOffs /tmp/patches/26133434/26002778/

./gridSetup.sh -silent -applyOneOffs /tmp/patches/26133434/26123830/

./gridSetup.sh  #to install the grid using OUI



Patching OEMCC

1) Backup oem home

*** As root ***

export ORACLE_HOME=/u01/oem/middleware

export omspatcher=/u01/oem/middleware/OMSPatcher/omspatcher

cd /u01/

tar cf - oem | gzip > /nfsbak/backup_system/OEMCC13c_bkp_19062019.tar.gz

Obs.: As it was on AIX, be sure that you have the permissions to create large files, you can ask your 
sysadmin (ulimit)

You can ignore the errors during backup of… $OH/network/log/cgisock.22741192 is not a valid tar 
file type.



Patching OEMCC

2) Update the optach and osmpatcher 

*** As oracle ***

export ORACLE_HOME=/u01/oem/middleware

export omspatcher=/u01/oem/middleware/OMSPatcher/omspatcher

cd /u01/oracle/patch/OMS

unzip p6880880_139000_Generic.zip

$ORACLE_HOME/bin/emctl stop oms 

-- You can find java under agent home

/u01/oem/agent/agent_13.2.0.0.0/jdk/bin/java -jar /u01/oracle/patch/OMS/6880880/opatch_generic.jar -silent 
oracle_home=/u01/oem/middleware

Obs.: If the installation fails with below error, '-d64' parameter should be invoked in java command. Checking if this platform requires 
a 64-bit JVM. Actual 32 Failed <<<<

Obs1: Not ocurred with me...



Patching OEMCC

2) Update the optach and osmpatcher 

--- To update omspatcher 

export ORACLE_HOME=/u01/oem/middleware

export omspatcher=/u01/oem/middleware/OMSPatcher/omspatcher

cd /u01/oracle/patch/OMS 

mv $ORACLE_HOME/OMSPatcher $ORACLE_HOME/OMSPatcher.bkp190619

unzip -qa -d $ORACLE_HOME/  /u01/oracle/patch/OMS/p19999993_132000_Generic.zip

$ORACLE_HOME/OMSPatcher/omspatcher version

$ORACLE_HOME/bin/emctl start oms



Patching OEMCC

3) Generate the key and property 

export ORACLE_HOME=/u01/oem/middleware

export omspatcher=/u01/oem/middleware/OMSPatcher/omspatcher

$ORACLE_HOME/OMSPatcher/wlskeys/createkeys.sh -oh $ORACLE_HOME -location /u01/oracle/patch/OMS/

username: weblogic

password: MYorclTST12c

vi /u01/oracle/patch/OMS/property.txt

AdminServerURL=t3s://mysrvoem:7101

AdminConfigFile=/u01/oracle/patch/OMS/config

AdminKeyFile=/u01/oracle/patch/OMS/key



Patching OEMCC

3) Generate the key and property 

export ORACLE_HOME=/u01/oem/middleware

export omspatcher=/u01/oem/middleware/OMSPatcher/omspatcher

$ORACLE_HOME/OMSPatcher/wlskeys/createkeys.sh -oh $ORACLE_HOME -location /u01/oracle/patch/OMS/

username: weblogic

password: MYorclTST12c

vi /u01/oracle/patch/OMS/property.txt

AdminServerURL=t3s://mysrvoem:7101

AdminConfigFile=/u01/oracle/patch/OMS/config

AdminKeyFile=/u01/oracle/patch/OMS/key



Patching OEMCC

4) Analyze to find conflicts 

cd /u01/oracle/patch/OMS/

unzip -qa p29762588_132000_Generic.zip 

cd /u01/oracle/patch/OMS/29762588/

$omspatcher apply /u01/oracle/patch/OMS/29762588/ -analyze -invPtrLoc /u01/oem/middleware/oraInst.loc  
OMSPatcher.OMS_DISABLE_HOST_CHECK=true -property_file /u01/oracle/patch/OMS/property.txt



Patching OEMCC

5) If everything is OK on analyze phase, stop the oms and the apply the patchset

export ORACLE_HOME=/u01/oem/middleware

export omspatcher=/u01/oem/middleware/OMSPatcher/omspatcher

$ORACLE_HOME/bin/emctl stop oms

$omspatcher apply /u01/oracle/patch/OMS/29762588/ -invPtrLoc /u01/oem/middleware/oraInst.loc 
OMSPatcher.OMS_DISABLE_HOST_CHECK=true -property_file /u01/oracle/patch/OMS/property.txt

$ORACLE_HOME/bin/emctl start oms



Patching OEMCC

5) If everything is OK on analyze phase, stop the oms and the apply the patchset

export ORACLE_HOME=/u01/oem/middleware

export omspatcher=/u01/oem/middleware/OMSPatcher/omspatcher

$ORACLE_HOME/bin/emctl stop oms

$omspatcher apply /u01/oracle/patch/OMS/29762588/ -invPtrLoc /u01/oem/middleware/oraInst.loc 
OMSPatcher.OMS_DISABLE_HOST_CHECK=true -property_file /u01/oracle/patch/OMS/property.txt

$ORACLE_HOME/bin/emctl start oms

$ORACLE_HOME/OPatch/opatch lspatches



Data Dictionary Patches (SQL)

• Datapatch is online

• Datapatch is smart (automatically rollback)



Data Dictionary Patches (SQL)



Checking Patches

• Expanded

• $ORACLE_HOME/OPatch/opatch lsinvetory

• Sumarized

$ORACLE_HOME/OPatch/opatch lspatches



Checking Patches



Checking Patches
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